
Proc. Pakistan Acad. Sci. 47(2):121-128.2010

AN AGENT BASED FRAMEWORK FOR INSIDER THREAT, PRIVACY AND 

ADAPTABILITY MANAGEMENT

Ghulam Ali Mallah,  Noor Ahmed Shaikh and  Zubair Ahmed Shaikh

Department of Computer Science, Shah Abdul Latif University, Khairpur, Pakistan, Department of Computer Science, Shah Abdul Latif University, 

Khairpur, Pakistan and National University of Computer & Emerging Sciences, Karachi campus, Pakistan

Received January 2010, accepted April 2010

Abstract:

Keywords:

_______________________

k

Introduction

message passing systems and ultimately to 
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researchers such as social computing, social 

are named as the social agents that can monitor 

rating systems, an enhancement in the solution 

Internet users and 

contents
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such as running applications, processes, open 

necessary modules such as Agent Management 

user activities in an organization to avoid insider 

enough so that

protocol or procedural mechanisms, while at 

an agent performs two tasks:

surrounding environment through sensors 

and act autonomously in this environment 

Security is a general term that is generally 

or conditions that have potential to cause loss or 
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in the area either commercially or academically 

areas such as psychology, social sciences, 

in speech act theory, argumentation theory, and 

interact with users and provide necessary services 

This study aimed at targeting Network 

developed here that considers an individuals 



Materials and Methods

Multiagent systems support many agents 

in which agents target intended machine to 

such as Agent Management System, Directory 

architecture that provides implementation 

users 

treated as one language due 

Figure 1:
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All machines are independent to connect 

Results and Discussion

as there is no server or controlling machine 

Figure 2:

Application agents interact with AMS and 



remains isolated, the other nodes remain intact 

high assurance using peer to peer architecture 

As earlier discussed, privacy in this research 

at implementation level when various agents 

communications that involves the security and 

in hidden mode and are activated as users log 
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organization, each individual activity threat was 

compares with the threshold values to decide 

Conclusion

The paper investigated the research areas 

Figure 3:
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