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Abstract: This paper targets Network Security and more specifically deals with Insider Threat. Software Agents have been
used as a technology in this research. The literature survey shows that FIPA (Foundation for Intelligent Physical Agents) and
MASIF (Mobile System Interoperability Facility) agent standards have many limitations, therefore their combination or a new
standard is proposed for a true agent system. Various milestones were set and bottom-up approach is used to achieve the overall
task. Agent based vulnerability assessment model has been developed in which various practical issues have been identified and
appropriate solutions have been proposed. Platform-dependent and platform-independent approaches were used to achieve the
task and results of both approaches are compared. Profiling is the key source of identifying insider threat therefore an Agent-
based Profiling model has been developed that considers an individual’s personality profile to identify real personality. A FIPA-
compliant agent framework (ACENET) for profiling has been developed to achieve the task. The framework allows identifying,
online and offline, anomalies in user activities. The ACENET (Agent collaborative Environment on .NET) scores every user of
the organization and maintains a detailed profile of whether a legitimate user is doing any malicious activity. The framework
checks out whether user activities are in accordance with organization’s policy or not. ACENET is adaptable to deploy in any
organization where agents are designed as services on the top layers of the model. The threats have been categorized in various
classes and for each category agents have been designed. Considering privacy as a major concern, the professional issues were
studied and it is proposed that the organization may announce in advance what can be monitored and what cannot be monitored
through a user monitoring policy. The framework has been tested on real data and the performance has also been evaluated on

the basis of specified parameters. The results were analyzed to match with the targeted objectives.
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Introduction

Software agents have been in use for
quite some time and the field is still evolving
in distributed applications. The concept stands
from the traditional thread based systems to
message passing systems and ultimately to
software agents where it is expected that the
nodes on which the software agents could be
deployed may or may not be accessible all the
time, and they could have heterogeneous nature.
Numerous research applications have been done
in the area of the software agents [1].

Statistics has shown that most of the
security breaches take place because of users’
own behavior, attitude and related actions or
activities. Various factors have been studied and
based on these factors, the vulnerable elements
by which a network is generally breached, have
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been identified. According to Phua et al [2],
the vulnerability assessment model shows that
the biggest threat to the organizations is their
employees. Mobile agents have been used to
monitor user profiles. The work pertaining to
user profiles has received many names by many
researchers such as social computing, social
behavior, social networks [3]. Those agents
are named as the social agents that can monitor
the social profiles and the user behavior and
can therefore portray the behavior of the user.
Due to cultural and social limitations of the
rating systems, an enhancement in the solution
has been proposed to rate Internet users and
contents.

Since agents can be developed in various
models currently available, a comparative study
has also been conducted to thoroughly understand
which platform is the most suitable for such
applications. An agent framework has been
developed in which all basic operations can be
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performed on the agents. Some research solutions
have been proposed in which agents target
intended machine to acquire required information
such as running applications, processes, open
ports and Websites. Communication that takes
place between agents has been encrypted. All
necessary modules such as Agent Management
System, Directory Facilitator and Communication
Channels have been included in the framework.
The framework follows FIPA (Foundation for
Intelligent Physical Agents) standard to avoid
interoperability problems. Different applications
have been implemented and tested over the
framework. The framework was tested by
performing a demonstration of an application
in which many nodes (a cluster of nodes)
represented in the matrix format were made to
communicate using simple matrix operation.
The matrix numbers are not simple numbers but
are nodes that were developed and managed by
the modified algorithms. The problem of task
decomposition and their execution on the idle
nodes to utilize CPU cycles to get full advantages
of distributed environment through agents was
also addressed.

Finally, an agent based environment to
run intelligent agents on the platform of .Net
has been deployed to monitor user-behavior. It
has been proved through many surveys that the
user is an unpredictable entity that is a possible
threat in an organization. Even in the existence
of technology, the network remains insecure
because of humans. There is need of an agent
framework, adaptable enough so that every
corporate can use it by just asking the required
features according to their environment. At low
level, organizations are using different kinds
of technology, protocols, procedural security
measures, butan agent based autonomous system
at high level is needed for profiling to monitor
user activities in an organization to avoid insider
threat. The proposed framework uses a service-
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oriented architecture. Therefore it is flexible
enough so that every corporate can use it by just
setting the required social features according
to their environment. Profiling for security is
a very important factor where activities of all
users can be analyzed to know whether user’s
behavior is acceptable or not. This framework
provides security both at low level and high
level. At low level, security is provided through
protocol or procedural mechanisms, while at
high level security is provided through profiling
or monitoring user behavior.

Various researchers have defined an agent
according to their own point of view. Some
researchers have described a software agent as
“an umbrella term for a heterogeneous body of
research and development” [4]. Software agents
are not merely confined to computer science but
also involve diverse fields such as sociology,
psychology, etc [5]. Domain-specific definitions
have also been given by researchers. Some
common and related definitions are given below.
According to the definition of Russell and Norvig
[6], an agent performs two tasks: It senses its
surrounding environment through sensors
and performs actions into it with its effectors.
According to another definition “Autonomous
agents are computational systems that inhabit
some complex dynamic environment; sense
and act autonomously in this environment
and by doing so realize set of goals or task for
which they are designed” [7]. Some researchers
view agents as special software that involve in
communications, bargaining, and coordination,
and perform so many other actions autonomously,
as it is done in real life [8].

Security is a general term that is generally
defined as “the condition of being protected
against danger or loss” [9]. The circumstances
or conditions that have potential to cause loss or
harm the computing systems are called threats.
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Vulnerability is the weakness in the system and
its exploitation is known as attack. A computer
system is made up of three valuable components:
hardware, software and data. There is always
threat for these three components that can be
vulnerably exploited by the attacker.

The area of vulnerability assessment is
not new, but the use of mobile agents, is still
an evolving area. Many researchers are working
in the area either commercially or academically
to enhance the security of the systems. Few
projects or models are presented that are related
to our work. Their limitations and difference of
these models from our work are also pointed
out. The related work presented here is related
to intrusion detection and insider threat.

Social profiling is not purely domain of
computer science, but it has roots in various
areas such as psychology, social sciences,
cognitive sciences and many other areas. The
intention in this research was to focus on
computer science. Therefore, papers related to
this particular domain have been referred. Next
we present the projects and research work that
is related to the proposed model.

POSTAGE (POSTman AGEnt), was developed
to involve software agents for communications with
human that has strong philosophical foundation
in speech act theory, argumentation theory, and
social commitments [10]. Another agent based
approach has been used in social computing that
discusses socio—affective agent model to support
the diagnostic reasoning development of domains
with complex and uncertain knowledge [11]. To
interact with users and provide necessary services
to avoid expensive and powerful mobile devices
an agent based social model (Agent and Profiling
Management System) has been developed by
Huang and Yang [12]. In social networks a
model of opinion formation has been proposed
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where dynamic confidence in agent-mediated
social networks is implemented [13]. To track
user behavior regularity measures have been
proposed to examine patterns in the four aspects:
day count, day-of-week, time zone and time zone
with day-of-week with three months transition
patterns [14]. The project of CASA (Computers
are Social Actors) has also been developed to
describe how intelligence technology needs to
anticipate the need of humans to build up social
relationships [15]. Social interaction arises from
individual social action and mind. Sociological
agents can model their social environment. The
effective social agents must be sociological in
modeling agents and agent relationships.

This study aimed at targeting Network
Security, especially insider threat. Since pro-
filing is key source to identifying insider threat,
an Agent-based Profiling model has been
developed here that considers an individuals
personality profile to identify real personality.
Platform dependent and platform independent
approaches have been used to achieve the task.
A FIFA compliant agent framework, ACENET
(Agent Collaborative Environment on .NET),
for profiling has been developed to achieve the
task. The framework was tested on real data
and the performance was also evaluated on the
basis of specified parameters. Along with other
characteristics, mobility is the major property
that is exploited in the dissertation. Therefore,
terms such as agents, software agents and
mobile agents, will be interchangeably used.
The second part of the research is network
security that is the other well defined area where
problems and issues can be addressed and
resolved at various levels. Computing systems
are subject to threats. So, one objective of the
study was to focus on computer science. In this
dissertation the problem of user-profiling and
user-behavior has been addressed. As a specified
security problem, insider threat was taken where
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identified problem has been addressed and
appropriate solution has been proposed. Insider
threat can be addressed in many ways but user-
behavior was a major focus of this research.

Materials and Methods

Multiagent systems support many agents
to collaborate and cooperate to achieve the
overall goal of the organization. Since agents
can be developed in various models currently
available, a comparative study was conducted
to thoroughly understand which platform is the
most suitable for such applications. An agent
framework has been developed in which all
basic operations can be performed on the agents.
Some research solutions have been proposed
in which agents target intended machine to
acquire required information such as running
applications, processes, open ports and Websites.
Communication that takes place between agents
has been encrypted. All necessary modules
such as Agent Management System, Directory
Facilitator and Communication Channels have
been included in the framework. The framework
follows FIPA standard to avoid interoperability
problems. Different applications have been
implemented and tested over the framework.
The framework was tested by performing a
demonstration of an application in which many
nodes (a cluster of nodes) represented in the
matrix format were made to communicate using
simple matrix operation. The matrix numbers
are not simple numbers but are nodes that
were developed and managed by the modified
algorithms. The problem of task decomposition
and their execution on the idle nodes to
utilize CPU cycles to get full advantages of
distributed environment through agents was
also addressed.

FIPA and MASIF are two renowned agent
standards that define rules to offer multiagent
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systems execution environment. MASIF
supports mobility while FIPA focuses on
communication and interaction protocols. The
architecture that provides implementation
environment to multiagent systems for organization
of the agents, coordination, communication,
negotiation, etc. is called agent platform or
toolkit. The agent toolkits provide agent builders
with enough height of generalization to let them
to employ intelligent agents with preferred
characteristics and convention. Figure 1 shows
the major components of the proposed agent
framework.

Application Agents

Application Agenis

—— i |

Agent Management System and Directory Facilitator

I 1T

."-.'iEﬁﬁ-ﬁgE Transpm Sewm_e \

Message Transport Agent Transpori %
Service Service

Figure 1: Major components of ACENET.

Agent Trmsmrl Service

The Net framework was selected to build multi-
agent systems for many reasons. Net is a rising
technology; it is widely used by maximum users
and supports many programming languages. It is
treated as one language due to CLR (Common
Language Runtime) and is excellent web
supporting technology. Another motivation
behind it was that till the end of 2004, more than
one hundred agent platforms for the execution
of multiagent systems, commercially and
academically, have been built but not a single
platform exists on NET. In 2005, the research
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Figure 2: Context flow diagram of the profiling through ACENET.

community and agent-oriented programmers
commenced to work on the framework as the
high level application developer may explore
agents in such a rising technology. Due to these
motivations software agents on NET framework
for profiling based security are proposed. An
interface was developed with which users may
interact with agents to assign them tasks. On the
ground of the added features, ACENET (Figs. I
and 2) is the first NET based fault-tolerant agent
platform that provides a decentralized architecture
by implementing separate communication layer
among different machines. It is reliable having
both peer to peer and client-server architecture.
All machines are independent to connect
or disconnect that favors the decentralized
architecture.

Results and Discussion
The ACENET is completely distributed

as there is no server or controlling machine
as generally occurs in other platforms. The

disadvantage of client-server architecture is that
in case of server’s failure the entire system and
agents will go astray. In ACENET, all instances
of the platform have the ability to work as
server when it has to provide some services.
Similarly, when it needs some services from
other machines (agents) it will work as client
and can be connected to any machine by just
sending request. All machines are independent
to connect or disconnect the model. In case of
failure of a node the entire system will not be
shutdown but only the services of the agents of
that particular machine will not be available.
The platform is executable over both local area
network within the organization and internet.

Application agents interact with AMS and
DF, and use the services of Agent Transport
Service (ATS) and Message Transport Service
(MTS) through AMS. AMS coordinates with
all the modules of the ACENET. It acts as a
mediator to all the components and performs
administrator level tasks. DF provides directory
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services to agents for searching agents and
their services at runtime by specifying such
search criteria such as Agent ID, Agent Name
and Service Type. MTS supports asynchronous
messaging between agents within the same
platform and between ACENET to ACENET.
ATS offers message passing service to agents
between ACENET to ACENET. In future,
the functionality of ATS will be extended for
mobility as well. Because of that if one node
does not work properly or fails to run and
remains isolated, the other nodes remain intact
and function without disturbance. Instead of
shutting-down the entire system, only the agents
of that machine will not be available to provide
services. Therefore the architecture ensures
high assurance using peer to peer architecture
which brings scalability, fault tolerance and
load balancing among distributed peers. There
was the extensive use of the NET Remoting
in the implementation of ACENET mainly for
the communication and management purpose.
Besides other implementations, the platform
also provides configuration tools for Agent
Management System, Directory Facilitator and
Message Transportation [16].

Asearlierdiscussed, privacy in thisresearch
has been handled in two different perspectives.
The privacy of any employee may be ensured
at implementation level when various agents
are working at backend having profiles of all
users. Agents of one user may not violate the
privacy of the other. The second perspective
is concerned with the deployment of the
framework. When an organization is deploying
ACENET, the professional issues pertaining to
privacy must be ensured to resolve the probable
conflict between the user and the organization.

In the field of computer science, privacy is
separated in information privacy and commu-
nication privacy. Information privacy engages
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the making of laws commanding the gathering
and controlling individual’s data such as
credit information, medical and government
records. The second one is the privacy of
communications that involves the security and
privacy of mail, telephones, email and other
forms of communication. To facilitate reliable
privacy, identity management has to be user
controlled as it could be partially done at user’s
own machine [17].

The proposed framework addresses the
issues of privacy as the user may not engage in
any activities that create a conflict of interest with
the user’s responsibilities and obligations with
the organization. Researchers are in agreement
with the following guidelines that will assist in
developing a model for user-profiling.

a) Organization may publicize what can be
monitored and what cannot be monitored,
by providing a clear policy. No one will
ever be surprised on this behavior of the
organization, and it will avoid all kinds of
risks of privacy rights law violation.

b) Find a sense of balance between ethics,
best practices in monitoring and keeping
users in high spirits and creative. The most
excellent way to do it is to come up to the
concept of user monitoring as something
that requires to be glowing thought
out in advance and agreed upon by the
management of the organization.

Inaccordance with the provided guidelines,
policy-making is the foundation to resolve all
kinds of probable conflicts.

The ACENET framework was deployed
over corporate network to monitor behavior of
the users to generate and keep up profiles. Agents
running in the framework perform their tasks
in hidden mode and are activated as users log
into the system, as shown in Fig. 2. According
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Figure 3: Organization’s policy showing threat percentage of the activities

to local needs of the organizations, the agents
were created to gather information of at least
seven activities; justification already discussed.
A brief overview has been presented here to
explain what and how deployed framework
monitors the behavior.

To estimate the level of overall threat to the
organization, each individual activity threat was
assigned by means of a weighting procedure.
The maximum threat level to the organization
was set up to 1. In order to bring the monitored
activities into quantifiable form, threshold limits
were set to estimate the behavior of the user
[18].

The framework produces and maintains a
profile consisting of all observed activities. It
compares with the threshold values to decide
the type of the user behavior. Fig. 3 shows the
threat percentage of each activity.

Conclusion

The paper investigated the research areas
of mobile agents and network security both from
theoretical and practical aspects by focusing
professional and ethical issues of privacy. The

problems of multi-agent systems and agent
toolkits were investigated by surveying literature
as well as practical implementation. Alternate
and better solutions have been presented to
address the pointed problems. The problem
of network security has been further specified
and the problems related to insider threat have
been pointed out. The privacy issues, from
organization and users perspectives, have been
addressed. The solution of both insider threat
and the user privacy have been presented in
the shape of profiling. Finally, integrating all
components an agent framework, ACENET,
has been presented that provides most of the
solutions identified in various components. It
is concluded that along with the deployment of
the framework there is need of understanding
the business process and a clear policy of the
organization that will be a threshold to monitor
overall behavior of the users.
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